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1

INTRODUCTION

The importance of the right to gain access to government-held information cannot be
overemphasised. The rationale often enumerated for granting access to such information
includes ensuring transparency and accountability of public officials, encouraging public
participation in policies and decisions taken by government, combating corruption in public
institutions and for purposes of realising other rights to which people are entitled.1
Realisation of the right in South Africa is imperative, especially given the recent past of
oppression and tyranny, and the role that government secrecy played in this regard. 2 For this
reason, the right of access to state-held information is firmly entrenched in the Constitution of
the Republic of South Africa, 1996 (the Constitution), illustrating the state‟s commitment to
transparency and accountability.3 Furthermore, the Promotion of Access to Information Act4
is a statute passed specifically for the purpose of granting access to information to the general
public. Certain areas of public administration, however, require confidentiality in order to
effectively dispose of their functions. Security institutions, particularly, require secrecy of
intelligence-related information so as to ensure the safety and well-being of the Republic and
those living within its borders.5 One of the ways in which government aims to secure
confidentiality within these institutions is by passing legislation criminalising the
unauthorised disclosure of certain information and imposing penalties in cases of any
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contravention.

Unfortunately, these statutes often contain provisions that confer public

officials with wide discretionary powers in classifying information and determining which
information should be exempted from public scrutiny.6 In this way, evidence of corruption
and maladministration within public bodies may be legitimately excluded from public
awareness. Research illustrates that there are some common methods employed by drafters of
legislation when restricting the right to have access to information, allowing public officials
the opportunity to withhold certain information which would otherwise fall within public
knowledge. This paper identifies the various methods used in this regard and analyses the
extent to which these devices might unconstitutionally infringe upon the right of access to
information.

2

PROTECTION OF INFORMATION BEFORE 1994

The protection of information pre-1994 in South Africa will not be discussed in any detail in
this paper. Suffice to say that laws restricting access to information became progressively
more pronounced, both in number and in severity as the government tried to enforce its
apartheid policy. Before 1994, it was often said that “one hundred laws” inhibited freedom of
information.7

This was largely due to the security legislation which effectively restricted

access to state-held information and punished unauthorised disclosure of information. One of
the reasons advanced for these measures was that government, in order to sustain the policy of
apartheid, had to suppress awareness of the nature and scale of repression required for these
purposes. During the Conference for a Democratic South Africa (CODESA) deliberations,
prior to South Africa‟s first democratic elections in 1994, the South African government was
said to have destroyed vast amounts of official records.8 This was presumably done to
obliterate compromising information which revealed gross human rights violations during the
apartheid era.9 Although the Archives Act10 contained provisions for the destruction of certain
documents, mass destruction of records occurred outside the ambit of this Act, as was
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subsequently revealed through an investigation undertaken by the Truth and Reconciliation
Commission (TRC).11

The South African Parliament itself has noted that the secretive and unresponsive culture in
public and private bodies of the past frequently resulted in abuses of public power and
violations of human rights.12

3

THE CONSTITUTIONAL RIGHT OF ACCESS TO INFORMATION

The right of access to information was carried over from the Interim Constitution and
extended in the Constitution, in section 32, as follows:13
Section 32:
“(1) [e]veryone has the right of access to(a) any information held by the state; and
(b) any information that is held by another person and that is required for the exercise or
protection of any rights.
(2) National legislation must be enacted to give effect to this right, and may provide for
reasonable measures to alleviate the administrative and financial burden on the state.”14

31

Vertical and Horizontal Application

Whereas the Interim Constitution provided only a qualified right to information held by the
State, the equivalent right in the Constitution eliminated this qualifying proviso. It removed
the burden on the applicant to prove that the information was required to exercise or protect
another right, as was a requirement in terms of section 23 of the Interim Constitution. As a
result, it was hoped that section 32(1) would be a powerful tool to implement accountability
and transparency in public institutions.15 Furthermore, section 32 of the Constitution may be
applied horizontally, allowing an individual to gain access to information held by private
bodies where such information is required by an individual to exercise or protect his or her
rights.
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Section 32 imposes a greater burden on the state with respect to access to information than it
does towards private bodies. Section 239 of the Constitution defines an organ of state as not
only the different departments of the state in the national, provincial or municipal spheres of
government, but also those functionaries or institutions that exercise public power or perform
public functions in terms of the Constitution itself or any Act of Parliament. A private body
that performs a public function or exercises a public power will be an organ of state in terms
of the Constitution, and the unqualified right of access to information, as guaranteed in
section 32(1)(a), applies.

Even though the qualification in respect of government-held information was removed, this
did not automatically entitle persons to gain any and all information sought. The right to gain
access to information must be weighed up against the rights of the rest of the community.16
For example, where disclosure of certain information will infringe an individual‟s right to
privacy, such information may be legitimately withheld from the requester. 17 The right of
access to information may also be limited in terms of the section 36 limitations clause. In
terms of section 36, the rights in the Bill of Rights may only be limited in terms of law of
general application and such limitation must be “reasonable and justifiable in an open and
democratic society based on human dignity, equality and freedom”. In order to determine if a
limitation meets this requirement, all relevant factors must be considered, for instance “the
nature of the right, the importance of the purpose of the limitation, the nature and extent of the
limitation, the relation between the limitation and its purpose and less restrictive means to
achieve such purpose”.18

32

Legislation giving effect to section 32 and section 32’s role post-PAIA

Section 32(2) of the final Constitution mandated the legislature, within three years, to enact
legislation giving effect to this right; this was done in terms of the Promotion of Access to
Information Act 2 of 2000 (PAIA) [put number in the footnote]. With respect to the role of
section 32 after the enactment of such enabling legislation, there has been some disparity
amongst academic writers as to the effect of the term “give effect to”. Many believed that
once the envisaged legislation has been enacted, such legislation would be the sole means of
enforcing one‟s right of access to information, effectively causing a “permanent constitutional
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lock-out”.19 Drastic though the statement seems, this view is not without its merits. Klaaren
and Currie agree that section 32 will still play a role in interpreting provisions in the
envisaged legislation and to challenge the constitutionality of Acts of Parliament, but direct
application of the constitutional right in section 32 is otherwise very limited.20 In Institute for
Democracy in South Africa v African National Congress (IDASA v ANC),21 the court held that
section 32 cannot be relied on independently to serve as a cause of action; except where the
constitutionality of an Act of Parliament is being challenged.22

The court drew on the

judgement in Naptosa v Minister of Education, Western Cape23 in concluding that, should
such a direct application be permissible, it would lead to the development of „“two parallel
systems”, which would be “singularly inappropriate”‟.24
The court‟s view in this regard is also in line with our common law principle of avoidance,
which dictates that legislative and common law remedies should be exhausted first before one
may apply the constitutional right directly.25

It is also in line with the principle that

provisions of greater specificity be relied on before resorting to ones of a more general
nature26 and the fact that deference should be paid by our courts to the constitutional mandate
placed on the legislature to develop legislation giving effect to the constitutional right.27

4
41

PROMOTION OF ACCESS TO INFORMATION ACT (PAIA)
Purpose of the PAIA

Both the Preamble and section 9 of the PAIA lay down the purpose of the Act, and the two
provisions overlap to some extent.28 Generally, the Act aims to enable an individual to gain
access to information so as to facilitate the protection and exercise of his or her rights and to
promote the ideal of transparency and accountability in public and private bodies.29 The Act
intends to do this by establishing procedures or mechanisms which would enable an
19
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individual to gain access to such information as “swiftly, inexpensively and effortlessly as
reasonably possible”.30 This is in line with Klaaren‟s explanation of the right of access to
information. He submits that the right of access to information should be viewed as the right
to have the mechanisms in place in order to allow one to gain access to the information he or
she requires.31 He uses the internet as an example: The right of access to information would
not necessarily afford one with the mass of information available on the world-wide web, but
it would rather guarantee suitable public access to the internet. 32 Taken in this context,
freedom of information legislation should be regarded as a mechanism one may use in order
to gain access to information, thereby enforcing the constitutional right of access to
information.33 South Africa‟s Promotion of Access to Information Act 2 of 2000 (PAIA)
does exactly this by detailing the procedure to be followed by persons requesting
information.34 Information from public institutions, as well as private individuals may be
gained through the provisions of PAIA.

However, flowing from the terms of the

constitutional provision, a requester must be able to motivate why the information is required
from a private individual.35

42

Limitation of the right of access to information in terms of the PAIA

The PAIA has been criticised as being both “over-restrictive” and “under-inclusive”.36 The
Act is over-restrictive in the sense that, where the Constitution guarantees the right to access
“any information held by the state” (emphasis added),37 PAIA waters it down to include only
“a record held by a public body”38 (emphasis added).39 The Act is also over-restrictive with
respect to the comprehensive range of exclusions contained in chapter four.40

Under-

inclusiveness of the Act essentially refers to the fact that it does not contain the same
unqualified right as provided for in the Constitution, since certain state bodies are exempted
from the provisions of the Act.41
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An example of the consequence of PAIA‟s apparent “over-restrictiveness” and “underinclusiveness” can be found in a 27 September 2012 decision of the Constitutional Court in
PFE International Inc (BVI) and v Industrial Development Corporation of South Africa.42 In
this matter the Constitutional Court held that PAIA was not applicable to gaining access to
information (in a civil case) held by the Industrial Development Corporation (IDC). Upon a
refusal by the IDC to hand certain documents over to them, the applicants launched an
application in the High Court for an order directing the IDC to provide the documents. The
applicants claimed that they were entitled to those documents in terms of the PAIA. The IDC
opposed the claim on the basis that the request for information was governed by the Uniform
Rules of Court, as the applicants sought these documents for a civil trial where proceedings
had already started. The IDC argued that PAIA did not apply in those circumstances. The
High Court found in favour of the applicants and ordered the IDC to supply them with the
requested documents in terms of PAIA. On appeal, the SCA overturned the High Court‟s
judgment. The SCA held that PAIA did not apply to the matter because PAIA specifically
excludes its application to court proceedings which have already commenced on the basis that
access to that information is governed by the Uniform Rules of Court. In the Constitutional
Court, the applicants contended that because a trial date had not been set at the time the
request was made, the Rules did not apply to a request for documents and therefore PAIA was
applicable. The Constitutional Court held that PAIA provides three conditions which must be
met before a finding of its non-applicability can be made. The parties agreed that the first two
conditions were met; the only issue for the Constitutional Court to determine was whether the
Rules constituted “another law” as contemplated in PAIA. The Court considered the relevant
Rule and held that on the wider meaning given to it, access to the documents sought by the
applicants may be determined under the relevant Rule. The Constitutional Court thus found
that PAIA was not applicable here and dismissed the appeal with costs.43

43

Restrictive scope of application and statutory exemptions

The term “record” is given a very wide definition in the Act, so as to include information in
any form or medium, as long as it is recorded.44 From its broad description, it is apparent that
a “record” need not necessarily be a document, but would, for example, not include
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information in the form of oral decisions made at meetings or physical objects.45 This may be
seen as a limitation on the constitutional right which refers to “any information”.46 It is also
not possible for a requester to gain access to information that has not been recorded, or to ask
the official to create a record with certain information.47 The problem in this regard is that a
situation may arise where information may deliberately not be reduced to recorded form in
order to keep such information out of public scrutiny.48

Chapter 4 of the PAIA contains certain grounds of refusal in relation to a request for
information. These exemptions are necessary to protect sensitive information from disclosure
and can be justified for a number of reasons, for instance to protect the privacy or safety of
third parties and to ensure the confidentiality of information pertaining to national security
and defence.49 However, the Open Democracy Advice Centre (ODAC) has expressed the
concern that there may be a trend developing to use the PAIA as a “shopping list for
exemptions”.50

The PAIA contains several exemptions to disclosure where secrecy is needed for some
legitimate purpose. Section 41, for example, limits access to records containing information
on “defence, security and international relations of [the] Republic”. It cannot be disputed that
some secrecy in government is of essential importance.51 This is especially true when one
considers the situation that could result if state adversaries had free access to sensitive records
held by the military. However, Klaaren and Penfold have identified refusals under this
provision as one of the instances most likely to be challenged on constitutional grounds.52
According to them, it is all too easy for public officials to refuse a requester access to
information, asserting that it is for reasons of national security, when, in fact, it is the interests
of the government itself that are being protected.53 Officials may, for example, be tempted to
use this ground of refusal to conceal maladministration within the particular government
45
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body, particularly since, under the same provision, the very existence of such information
need not even be confirmed.54

This exemption was also the subject of the first case to have been decided by our courts under
the PAIA, namely Fakie NO v CCII Systems (Pty),55 a case concerning the controversial arms
deal purchases made by the government.56 After allegations of corruption were raised, the
Auditor-General conducted an investigation into the arms deal and submitted a report to
Parliament.57 CCII, an unsuccessful bidder, made an application in terms of the PAIA to
procure documents obtained during this investigation, which the Auditor General refused to
provide, claiming that it related to security matters and was therefore protected under section
41 of the PAIA.58 The court accepted that some confidentiality was necessary in the interests
of security, but ordered the respondent to itemise those documents that would not be supplied,
with detailed reasons as to why each of these documents needed to remain secret. 59 This
judgement has been praised as being a triumph for access to information.60 Moreover, in
terms of the Supreme Court of Appeal decision in Minister for Provincial and Local
Government for the Republic of South Africa v Unrecognised Traditional Leaders, Limpopo
Province, Sekhukhuneland,61 all exemption clauses in the PAIA must be interpreted in light of
the broader scope of the constitutional right,62 suggesting that a restrictive interpretation of the
exemptions must be taken so as to uphold the wide ambit of the right embodied in section 32
of the Constitution.

Another example may be found in section 37(1)(a). This section contains a mandatory refusal
of access to information where said information is subject to an agreement imposing a duty of
confidence owed to a third party, such as a confidentiality clause in a tender document.
54
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However, the SCA found in Transnet v SA Metal Machinery Co (PTY) Ltd63 that the
protection offered to a successful bidder in terms of this section does not apply after the
tender has been awarded.64

The State‟s constitutional obligation of transparency and

accountability allows interested parties to access the pricing schedules of the successful
bidder once the tender process has been completed.

It must be borne in mind that the exclusions mentioned above are all (barring one) subject to
section 46, which contains a public interest override.65 In terms of this section, disclosure of a
record which would otherwise have been refused will be justified if the information it
contains relates to “a substantial contravention of, or failure to comply with, the law” or “an
imminent and serious public safety or environmental risk”.66 The emphatically restrictive
language used in this section could potentially result in the underutilisation of the public
interest override, as explained by the court in Centre for Social Accountability v Secretary of
Parliament,67 a case concerning alleged abuse of travel-voucher benefits by members of
Parliament. Fortunately, in terms of section 81, the normal rules of civil procedure with
respect to burden of proof applies to court proceedings brought under the PAIA, and the
courts will not utilise a stricter standard of proof than the balance of probabilities standard.

The public interest override may additionally be applied to further the general objectives of
the Act in promoting accountability and openness in government, not only those aspects
which are specifically recognised in the relevant section.68 This was also the view taken by
the Eastern Cape High Court in Avusa Publishing EC (Pty) Ltd v M Qoboshiyane.69 This case
concerned a report compiled after allegations of maladministration within the Nelson
Mandela Bay Municipality were raised.70 Even though the court agreed that the report in
question fell within the ambit of the exemption in section 44, it held that, given the
considerable time that has lapsed since the compilation of the report, it would clearly be in the
interests of the public for the information contained therein not to be withheld any longer.71
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65
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Certain state bodies are exempted from the provisions of the Act. Section 12(a) exempts
records of Cabinet and its committees from the ambit of the Act. Since it is not one of the
grounds of refusal listed in Chapter four, the public interest override does not apply to this
particular category of records.

Given the wide definition of the term “record”, most

information held by Cabinet will be exempted from disclosure.72 This blanket exclusion of
cabinet records presents a stark contradiction when one considers that the stated purpose of
the Act is to promote openness and accountability in government. The same argument may
be raised with respect to the exclusion of records of members of Parliament in section 12(c).73

44

Poor Implementation

The implementation of the PAIA has not been without difficulties. Requests for information
made in terms of the PAIA often stumble against undue delay and unreasonable cost
barriers.74

The PAIA Civil Society Network (PAIA CSN) conducted research into the

problems associated with the implementation of the PAIA and offer several reasons for the
thwarting of requests made in terms of the Act.75

The historical context of secrecy in

government departments and the socio-economic handicap which a great portion of South
Africans inherited from this era resulted in the majority of the populace lacking both adequate
knowledge of PAIA as well as the appropriate skill to make use of its provisions.76 Another
reason is that access to information is dependent on proper records management by those in
possession of the information – a responsibility undertaken poorly by a number of public and
private bodies in South Africa.77 The lack of proper training of information officials also
contributes to the poor implementation of the Act.78
In Garden Cities Inc v City of Cape Town and Another,79 Yekiso J referred to the
constitutional mandate placed upon organs of state to put measures in place through which the
public may gain access to information, and in so doing facilitate service delivery.80
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Unfortunately, many public bodies seem to hamper access to information, either due to the
failure of internal systems or as a result of the incompetence of the information officers to
whom a request has been made.81

45

Appeal and Review Procedures

Section 74 of the PAIA provides for internal appeal remedies where one‟s request for
information has been denied by the official considering the request. Section 78, in turn,
explains the procedure to be followed if an appeal under section 74 was unsuccessful. In such
a case, the requester may, by way of an application, appeal to a court against the decision
reached through the internal appeal, which application must be made within 30 days. 82 In
Brümmer v Minister of Social Development83 the Constitutional Court declared this 30-day
limit as unconstitutional and “grossly inadequate” for allowing the normal applicant to file an
application,84 and held that the rights of access to information and to seek judicial redress are
far more important than the financial and administrative burdens this strict time-period seeks
to reduce.85 Internal review mechanisms must, of course, still be utilised. For instance, in
Sumbana v Head, Department of Public Works, Limpopo Province,86 the court dismissed the
application based on the fact that the applicants had not exhausted the internal appeal
remedies before approaching the court for relief.87

Section 80 of the PAIA allows a court hearing an application for information, or an appeal
against such an application, to access any information that was refused to a requester in terms
of the Act. This allows the court to decide whether the refusal was justified, so as to
determine whether the information in question should be disclosed. The Supreme Court of
Appeal in The President of the Republic of South Africa v M & G Media Limited,88 however,
declined to make use of this provision, warning courts against becoming party to government
secrecy, lest they lose the trust the public places in courts in ensuring openness and
transparency. On appeal, however, the Constitutional Court found differently.89 It stated that
the very purpose of the provision is to “test the argument for non-disclosure by using the
81
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record in question to decide the merits of the exemption claimed and the legality of the refusal
to disclose the record”, thereby facilitating access to information, rather than obstructing it. 90

46

Distinction between Public and Private Bodies

Media groups and journalists have, thus far, not made extensive use of the provisions of the
PAIA, largely due to the lengthy delays involved in a request for access to information.91
Even those limited cases that have been brought before the courts have been severely
criticised (by Combrink AJA) for the excessive amount of pre-trial litigation involved in cases
where public bodies have shown complete “disregard for the aims of the Act and the absence
of common sense and reasonableness”.92

Many of the cases reported were brought by

political parties. Given the hybrid nature of political parties,93 it is not surprising that much
of the courts‟ deliberations have centred on the distinction between public and private bodies.
In Institute for Democracy in South Africa v African National Congress,94 the court had to
decide whether a political party constituted a public body in terms of the Act. In answering
this question, the court looked at the nature of the information sought by the applicants.95 In
this case it was clear that the information sought related to the activities of the political party
in its capacity as private body, and the applicants were therefore required to motivate why
such information was necessary for the protection of exercise of their rights.96 This finding of
the court has been severely criticised by Bosch.97 Drawing from decisions made in terms of
the right of just administrative actions, she argues that, although political parties are private
bodies, they wield considerable public power and should therefore be subject to the stricter
disclosure demands placed on public bodies.98

Other cases that have been brought before the courts have been more favourable to the notion
of transparency. In Mittalsteel SA Ltd v Hlatshwayo,99 the appellant was ordered to grant the
respondent access to the requested documents, notwithstanding the fact that this company no
90
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longer fell within the definition of a public body. Since Mittalsteel was controlled by the state
at the time the relevant records were produced, it was still made subject to the stricter
disclosure demands placed on public bodies for purposes of granting access to said
information.100

5

OTHER LEGISLATION RESTRICTING THE RIGHT OF ACCESS TO
INFORMATION

A significant feature of the PAIA is that it does not repeal earlier secrecy laws restricting the
right of access to information, but only overrides the earlier laws where there is an overlap. 101
Therefore, any information not formally requested through PAIA is still subject to those acts
of parliament.102 There are many statutes in force today that restrict the right of access to
information, most of which are aimed at the safety and security of the state. The South
African Police Services Act,103 the Intelligence Services Act,104 the Defence Act,105 the Public
Service Act106 and the National Strategic Intelligence Act107 all contain provisions restricting
access to government-held information, to name but a few. While it cannot be disputed that
some secrecy is needed for the military and other defence-related affairs of the state, these
laws become unreasonable where they unjustifiably infringe on a person‟s constitutional
rights. One Act in particular, the Protection of Information Act of 1982 (PIA), has been
criticised for unconstitutionally restricting the right of access to information.

51

The Protection of Information Act (PIA)

PIA is the principal statute restricting access to information in South Africa today. 108 It was
enacted at the height of apartheid, at a time when government was obsessive about secrecy
and neglectful of basic human rights.109 As is the case with many of the secrecy laws of this
era, PIA imposes strict limitations on the accessibility of government-held information.110
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Section 4(1) of the Act prohibits disclosure of any information which the discloser knows or
reasonably ought to know should remain secret for the “security or other interests of the
Republic”.

No distinction is made between information relevant to the security of the

Republic and information relating to other interests of the State, and any information may
therefore fall within the ambit of the Act.111 The Act furthermore prohibits the receipt or
failure to take care of such information.112

A contravention of section 4 is met with

imprisonment or a fine or both.113 The prejudicial effect of the broad terms contained in this
section is further aggravated by the reverse onus contained in section 10.114 Where it appears
from the circumstances of the case or from the conduct of the accused that his or her intention
was to prejudice the state, such intention may be presumed and the onus would rest on the
accused to prove otherwise.115

Apart from the statutory provisions of the PIA, its manner of implementation may give further
rise to criticism.

The PIA is implemented through the Minimum Information Security

Standards (MISS), a Cabinet-level policy document to be used as a set of minimum standards
by all public institutions handling sensitive information in compiling their own procedures for
the classification and declassification of information.116 The MISS is widely acknowledged to
be unconstitutional, given the fact that it implements information security in all public
institutions handling sensitive information, and not only those establishments that are
identified as security institutions in chapter eleven of the Constitution.117 It also contains a
very wide definition of “classified information” that bears no reference to national security,
but instead commands the non-disclosure of “sensitive” information so as to include the
whole public sector.118
A further complication with respect to the MISS is its enforceability. The MISS is a “national
information security policy”.119 It is not an act of parliament, nor is it delegated legislation,
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and it is therefore not legally enforceable.120 As a result, there is no consistency with respect
to the classification of information, and information is sometimes over-classified or it is not
classified at all.121 There is also no procedure for the declassification of information, and a
lack of appropriate checks and balances of the measures protecting information from
disclosure.122

The unenforceability of the MISS also contributes to the potential unconstitutionality of
PIA.123 The Constitutional Court has made it clear that parliamentary guidelines must be
available where wide discretionary powers conferred on public officials may infringe on any
person‟s constitutional rights.124 In the absence of such guidelines, the enabling legislation is
more likely to be found unconstitutional and invalid.125
A benevolent interpretation of the MISS is, however, possible.126 Considering references
made to the (then) pending Open Democracy Bill127 in the preface as well as chapter 1 of the
MISS, it may be argued that the only information the MISS covers is that which is exempted
from disclosure by the PAIA, and that in this way, the PAIA controls the MISS.128
Unfortunately, this is not the interpretation that has been practised, and the MISS continues to
run counter to the principles of openness and transparency – core principles which are
guaranteed by various provisions of the Constitution and PAIA.129

In Independent Newspapers (Freedom of Expression Institute as Amicus Curiae) v Minister
for Intelligence Services: in re Masetlha v President of the Republic of South Africa,130 the
court was granted a unique opportunity to deliver a verdict on the competing requirements of
access to information and the need for secrecy in national security. This case concerned an
application made by a local newspaper for access to the official court record of the underlying
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case, Masetlha v President of the Republic of South Africa,131 portions of which included
documents which had presumably been classified under the MISS.132

In his minority

judgement, Sachs J explained the interaction between the right of access to information and
the need for secrecy in security institutions.

The Constitution guarantees the right of

individuals to gain access to state-held information.133 The PAIA gives effect to this right and
enumerates several legitimate grounds for non-disclosure, including information relevant to
the safety and security of the nation.134 This exemption does not, however, constitute a
blanket ban on the disclosure of such information and security services are, therefore, not
automatically entitled to secrecy.135 The classification of documents as “confidential” or even
“top secret” does not place these document out of the court‟s scrutiny. 136 Once placed before
the court, said documents will be analysed in the context of surrounding circumstances to
decide whether to uphold a government official‟s claim that such information should be
protected from disclosure on grounds of national security.137
The majority judgement in the Independent Newspaper case has been criticised as “very
disappointing” in that the learned judges “pay[s] far too much deference to the state‟s
assertion of secrecy and confidentiality”.138 Klaaren, however, has viewed the judgment in a
positive light and welcomed the judicial precedent set for open democracy, especially in light
of the contentious Protection of Information Bill which, at the time, had just been introduced
into Parliament.139
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The National Key Points Act

Another apartheid-era law still on the statute books is the National Key Points Act.140 This
Act allows the Minister of Defence to declare any place or area to be a “national key point” if
loss or damage to the said place or area could prejudice the Republic, or where it would be
131

2008 1 SA 566 (CC).
Klaaren 2008 SALJ 25.
133
Independent Newspapers (Freedom of Expression Institute as Amicus Curiae)
Services: in re Maseltha v President of the Republic of South Africa 86C-D.
134
Ibid.
135
Independent Newspapers (Freedom of Expression Institute as Amicus Curiae)
Services: in re Maseltha v President of the Republic of South Africa 87B-C.
136
Independent Newspapers (Freedom of Expression Institute as Amicus Curiae)
Services: in re Maseltha v President of the Republic of South Africa 54H.
137
Independent Newspapers (Freedom of Expression Institute as Amicus Curiae)
Services: in re Maseltha v President of the Republic of South Africa 54I-J.
138
Adv Wim Trengove SC as quoted in Klaaren 2008 SALJ 26.
139
Klaaren 2008 SALJ 24.
140
Act 102 of 1980.
132

v Minister for Intelligence

v Minister for Intelligence
v Minister for Intelligence
v Minister for Intelligence

43

2014 (1) SPECULUM JURIS

necessary for the safety of the Republic to afford greater protection to it.141 Once declared to
be a national key point, security information about the area or place in question is effectively
restricted from disclosure in terms of section 10 (2)(c). It is under this Act that the Minister
of Public works claims to be unable to disclose information regarding the renovations at
President Jacob Zuma‟s private homestead in Nklandla, reportedly amounting to the
expenditure of almost R250 million at state expense.142 A PAIA request for a list of all the
areas currently defined as national key points has been thwarted by the head of the SAPS,
claiming that the list itself must also remain secret.143 This has led to calls for this Act to be
amended so as to bring it in line with the constitutional values of transparency and
openness.144
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The Protection of Information Bill

The Protection of Information Bill was first tabled before Parliament in 2008.145 It was
subsequently withdrawn, reintroduced two years later and has since undergone numerous
amendments.146 The amendments were so severe that not even the original name survived
and the Bill has most recently been referred to as the Protection of State Information Bill. 147
This Bill aims, amongst others, to provide principles for the proper protection and
dissemination of information.148 It further aims to provide principles and procedures for the
classification and declassification of information as well as measures to oversee and monitor
these functions.149

The Bill also creates a statutory crime of espionage, a provision which

was lacking in the PIA of 1982.150
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Since its introduction, this Bill has sparked unparalleled controversy and anxiety among the
South African population.151 Journalists, in particular, are severely opposed to the Bill,
believing that it is a direct attack on the media and that publishing anything which is not progovernment will be met with harsh penalties.152 It is believed that its promulgation will
suppress the media and “mark the end of investigative journalism in South Africa”. 153 Critics
also argue that the Bill runs counter to government‟s open content policy by severely
restricting access to government-held information.154

Klaaren and Currie submit that the fierce reaction by civil society is, at least to some extent,
fuelled by confusion regarding the ruling African National Congress‟s proposal for
establishing a Media Appeals Tribunal (MAT).155 The MAT is intended to regulate the media
so as to ensure a more accurate and accountable press. 156 The Protection of Information Bill
was reintroduced into Parliament at approximately the same time as ANC Secretary-General
Gwede Mantashe‟s indication that the MAT was under consideration, which caused many to
believe that these two issues were conflated and posed a concerted attack on the media.157

Regardless of the confusion concerning the MAT, there are some aspects of the Bill which are
troublesome and which require legal analysis. Due to the fact that the provisions of the Bill
are, at the time of writing, still under consideration and being debated, no attempt shall be
made to analyse any specific draft of the Bill. Instead, the major criticisms that have been
raised against the Bill in general will be discussed.158

151

Ibid.
Seokoma
“Protection
of
Information
Bill:
SA
Media
under
Attack”
http://www.ngopulse.org/article/protection-information-bill-sa-media-under-attack (accessed 27-07-2011).
153
Ibid.
154
Vecchiatto
“State
Policy
may
make
Officials
Criminals”
http://www.businesslive.co.za/incoming/2011/05/25/state-policy-may-make-officials-criminals (accessed 3007-2011).
155
Currie
&
Klaaren
“Evaluating
the
Information
Bills”
http://www.nelsonmandela.org/images/uploads/Info_bills_evaluation_final.pdf (accessed 20-12-2012).
156
Ibid.
157
Ibid.
158
There are several versions of the Bill available electronically. For the purposes of this article, reference will
be made to the newest version available from the Parliamentary Monitoring Group website at
http://www.pmg.org.za/report/20120911-committee-deliberations-proposed-amendments-protection-stateinformat (accessed 19-12-2012).
152

45

2014 (1) SPECULUM JURIS

54

Scope of Application

The Bill has been subjected to severe criticism regarding its broad scope, which seems to
reach beyond security institutions so as to regulate all information generated by the state. 159
The reason advanced by Currie and Klaaren for the wide scope of the Bill can be found in the
legislation it is intended to replace.160 The PIA is drafted in such a way so as to include not
only security-related information, but any information deemed to be valuable or sensitive, and
to provide for the proper preservation and treatment of such information.161 The Protection of
Information Bill was initially designed to cover the same scope of information but, after
considerable amendments were made, the later drafts of the Bill more closely resembled
conventional security legislation.162

An earlier draft of the Bill was also criticised for conferring the power on any organ of state to
classify documents.163 A broad scope such as this would entitle not only entities handling real
state secrets, but also, for instance, a provincial sporting board to classify records as secret
and confidential, effectively restricting access to the information contained therein. 164 The
situation is compounded by the fact that each of these institutions may use different
interpretations of classification, making it extremely difficult for a requester to gain access to
said records.165 Clause 3 of the latest draft fortunately restricts application of the provisions
dealing with classification, reclassification and declassification to cabinet, the security
services and oversight bodies as referred to in the Constitution, unless the Minister of Defence
makes said provisions applicable to other organs of state. While limiting the application of
the Bill in this way is undeniably an improvement, any organ of state, with the exclusion of
municipalities and municipal entities, will be entitled to apply to the Minister for authority to
classify information.166 Once the Minister is satisfied that good cause is shown he/she is
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entitled to grant such authority, once again allowing application to reach beyond security
institutions.

Notwithstanding the amendments made to narrow the application of the Bill, some of the
terms contained even in a later draft are wide enough so as to leave it open to abuse. For
instance, the term “national interest”, the basis on which information may be classified in
terms of the earlier draft of the Bill, is a term that differs from one country to another,
depending on the history and context of that nation.167 According to Print Media South
Africa, an overly broad definition such as this “betrays an obsession with secrecy that cannot
be countenanced in a democracy”,168 and would lead to a greater commitment to nondisclosure and over-classification of information.169 Potentially any information relating to
the public service or anything owned or maintained by the state for the public could become
classified and therefore not subject to disclosure.170
After objections against the vague concept of “national interests” were raised, government
opted for this term to be replaced by “national security”. 171 While “national security” was
undoubtedly narrower in scope than “national interests”, many were still concerned that,
without a definitive and narrow definition of the term, it could be used to classify almost any
information as confidential.172 As a result, parliament conceded to calls for a statutory
definition of “national interests” and the latest version of the bill includes a concise definition
of the term.173 For the sake of brevity, the definition will not be repeated here, suffice to note
that the definition afforded in the Bill is still wider than the one in the PIA in force today.174
Critics accordingly remain convinced that the definition is too open-ended, since the word
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“includes” makes it possible for public officials to add other acts which should not be
included in the definition, vitiating the purpose of including a definition in the first place.175
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Review Procedures

The greatest public concern with respect to the Bill is the fact that it grants very wide and
sweeping powers to public officials which may be abused if proper checks and balances are
not in place.176 Civil society groups have called for an independent information tribunal or
ombudsman to keep public authority conferred on officials in check and to provide for the
review of decisions made by such public officials.177 The original draft of the Bill included
an Independent Information Protection Oversight Centre with authority to hear internal
appeals and review, but this provision would have necessitated the creation of a separate
administrative structure at state expense, and therefore did not find much favour amongst the
legislature.178

The absence of an independent body charged with the oversight of decisions made by public
officials and the inclusion of only internal appeal and review mechanisms ultimately has the
consequence that the same persons who classify documents are the ones who will review that
classification, an approach seemingly in violation of basic principles of administrative
justice.179 An aggrieved person would then have to approach a court for relief, should the
(inadequate) internal mechanism not prove sufficient.180

Using the ordinary courts to

adjudicate on access to information disputes is also not suitable given the imbalance of power
between the information requester and the person withholding such information.181 Adding to
this situation, the time and costs associated with our judicial procedure, as well as the fact that
the existence of certain information need not even be confirmed or denied, results in the
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possibility that such provisions will not survive constitutional muster.182 Regardless of the
detailed and comprehensive procedures in place for the classification and non-disclosure of
information, without appropriate mechanisms for oversight, such procedures are meaningless
and the legislation in question will remain open to abuse by public officials.183

After the public outcry and several submissions by opposition parties and civil society groups,
parliament finally included an independent review mechanism in the Bill. Chapter 7 of the
Bill now provides for the establishment of a Classification Review Panel which will oversee
classifications.184 This review panel is to be composed of 5 members nominated by the Joint
Standing Committee on Intelligence and approved by Parliament.

56

The Public Interest Exemption

A public interest defence offers protection to journalists and whistle-blowers disclosing
classified information, if it is to the benefit of the public that such information be revealed.
The ruling party‟s unwavering insistence on excluding such a provision in the Bill was one of
the main reasons for its recent temporary removal from parliamentary debate. 185 While the
earlier draft of the Bill incorporated a “harm test”, this provision was removed from the later
draft.186 This meant that the mere disclosure or possession of information was criminalised,
regardless of the amount of harm inflicted on the Republic.187 A formulation such as the one
incorporated into an earlier draft of the Bill would implicitly provide a public interest defence,
since the accused could argue that the benefit to the state outweighed the harm caused by his
or her actions.188

However, this implied public interest defence clause was subsequently removed before being
reintroduced into Parliament. The exclusion of a public interest exemption into legislation
criminalising the disclosure of certain information may have the effect of severely restricting
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the media in the important role it plays in curbing abuses of power by public officials.189
Recently, the ruling party included a public interest defence, although the defence offered by
this provision does not provide complete protection to whistleblowers.

Clause 43 now

protects persons who unlawfully disclose or possess information which is protected under
certain statutes or if it reveals criminal activity. Therefore, should a state official reveal
information which does not necessarily reveal a criminal activity, he/she would be prosecuted
regardless of the fact that it may have been in the public interest to disclose it.

Given the apparent unconstitutionality of the existing security legislation which aims to
regulate the dissemination of information in South Africa, it can hardly be disputed that
legislative developments to repeal these statutes are urgently required.190 Unfortunately, as
indicated in the discussion above, the Protection of Information Bill was drafted in a fashion
which suggests a great danger to the right of access to information, and would, arguably,
reinforce the presumption of secrecy already present in the affairs of public institutions.191
Whilst it is true that the ruling party has gone to great lengths to ensure the constitutionality of
the Bill, some provisions must still be amended so as to ensure an accurate balance between
openness and secrecy in the public sector.

6 CONCLUSION
South Africa‟s Constitution, which has been globally recognised as one of the most
progressive constitutions in the world, firmly entrenches a separate right of access to
information.192

Among the founding principles in the Constitution is the need for an

accountable, responsive and open government, aims which can only be achieved by ensuring
public accessibility to state-held information.193

Section 32 guarantees individuals an

unqualified right of access to information held by the state, eliminating the qualifying proviso
of the equivalent right contained in the interim Constitution. As with all the rights in the Bill
of Rights, section 32 may be limited in terms of a “law of general application” to the extent
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that it is “reasonable and justifiable in an open and democratic society”.194 This section
furthermore imposes an obligation on Parliament to enact legislation to ensure proper
mechanisms through which this right may be enforced and to provide measures to alleviate
the financial and administrative burdens which a request for information may impose on the
state.195

The Promotion of Access to Information Act was the legislative response to the mandate
imposed by section 32 of the Constitution. Part two of the Act provides procedures through
which the public may gain access to state-held information so as to promote accountability
and transparency in government bodies. Certain state bodies are, however, exempted and an
array of limitations on the type of information which may be accessed are imposed. Section
12(a), for example, imposes a blanket provision on cabinet records – a stark contradiction
when one considers that the aim of the Act is to ensure an open and transparent
government.196

Furthermore, the Act applies only to records, and any information not

reduced to a recorded form will fall short of the Act for the purposes of requesting access to
such information.197

Apart from the statutory limitations it contains, the Act has been criticised for its poor
implementation.

The lengthy and expensive procedure to be followed when requesting

information as well as untrained and incompetent information officers and a largely unskilled
populace all add to the reasons why the PAIA has, arguably, not been optimally used by the
public to access state-held information.198

The safety and security of the Republic is a sensitive issue and requires special protection to
keep information from falling into the hands of the country‟s adversaries. Information that is
available to the public is, of course, also available to enemy states, and it follows that certain
information must be exempted from disclosure, even to the South African population.199 The
PAIA contains an exemption in this regard,200 and specific security legislation also prohibits
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the disclosure of sensitive information. The Protection of Information Act, as implemented
through the Minimum Information Security Standards, is the principal means through which
government aims to regulate the flow of information between the state and its subjects.201
This Act was promulgated during the apartheid era and confers wide discretionary powers on
government officials in restricting access to information.202

An unfortunate consequence of many provisions in security legislation is the power it confers
on public officials to conceal certain information. Even facts which are not sensitive in terms
of security standards, information that should rightfully be in the public domain, are subject to
discretionary powers conferred on public officials to refuse disclosure.203 Carefully drafted,
security legislation effectively allows government to legitimately obscure information from
the public, often in an attempt to conceal corruption and abuses of public power. 204 This was
done during apartheid and still remains a concern today, as is evidenced by the public uproar
that resulted from the introduction of the Protection of Information Bill into Parliament.

One of the main concerns with statutes restricting access to information is the vague and
overly-broad terms through which they may aim to classify information.205 “[T]here is no
more effective censor than an uncertain law”, and incorporating vague and ambiguous terms
into statutes may well permit officials to conceal information relating to maladministration
within the public sector.206 Where legislation confers discretion to a public official to classify
information, thereby potentially precluding such information from disclosure, it must be
precisely drafted so as not to leave the provision open to abuse.207
The phrase “in the public interest” is particularly favoured by drafters of legislation due to the
protection afforded by its flexibility.208 It is very difficult to prove what is and what is not in
the public interest, which makes it a convenient and “impenetrable shield” to hide certain
facts from public scrutiny.209 For instance, information pertaining to government expenditure
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may be kept confidential by deeming secrecy of such information to be “in the public
interest”. The aforementioned expenditure on the President‟s homestead in Nkandla may be a
case in point. Terms such as “national interests” or “interests of the Republic” are similarly
flexible and will allow government officials to hide maladministration in a veil of secrecy.210

Proper review procedures are exceedingly important, not only in security legislation, but in
any statute imposing criminal liability. The doctrine of “in propria causa nemo iudex” means
no person should judge his or her own decisions.211 Without independent bodies for appeals
and reviews, legislation undermines the rule of law principle and restricts openness in
government institutions.212 Courts and tribunals should, therefore, be freely accessible by the
public whose rights may have been infringed by decisions taken by public officials, including
a decision not to grant access to information.213

Legislation prohibiting the disclosure of information should furthermore have a public interest
defence to protect whistle-blowers and persons who reveal misconduct and abuses of
authority.214 This is especially true where unauthorised disclosure is met with harsh penalties,
as is the case in current and proposed security legislation in South Africa. 215 Where such
protection is not afforded, employees and inferior public officials will be discouraged from
revealing administrative irregularities conducted by their superiors.

The fierce public response that met the Protection of Information Bill is, in a number of
respects, encouraging and was, in some ways, to be expected. Given South Africa‟s relatively
recent past of human rights abuses under apartheid, and the role that government secrecy
played in that regard, it is not at all surprising that South Africans guard their constitutional
right of access to information with fervour and determination.
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This contribution has shown that there are some common techniques used by legislators
which leave statutes wide open to abuse and allow public institutions the opportunity to
legitimately conceal fraudulent activities from the public eye. To prevent a return to the
tyranny and oppression of the past, government must, in particular, ensure the proper
application and safeguarding of the right of access to information. This includes not only
devising an appropriate legislative framework, but also ensuring appropriate implementation
and assessment of decisions made in terms of such legislation. Any legislation restricting the
right of access to information must be narrowly formulated, so as not to confer wide
discretionary powers on public officials without appropriate guidelines on how such power
should be exercised. Furthermore, checks and balances must be in place to ensure that power
is not exercised in an arbitrary fashion. While corruption thrives in secrecy,216 access to
information is the most effective weapon to ensure a truly open and accountable public
administration.217
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